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A flexible software platform is required as a complete and integrated solution for the management of a video surveillance system as well as for security and information management between different systems and data sources.
Backbone Server
The software platform must include a central system, such as a backbone server, for rule-based distribution of data such as alarm, status, event, or authorization messages from all components of an integrated video management system as well as a security and business management system.
The backbone server must automatically forward received data to a workstation as an alarm message according to defined rules. Simultaneously, the sending of a status message to various applications for graphical display or the sending of a freely definable e-mail must be triggered.
Event Processing
The software platform must be able to distribute data as event messages and status messages and authorize information between all components of the software platform. It must be able to connect 3rd party systems via standardized network protocols (RESTful) and established web standards like XML, SOAP and JSON.
It must be possible to link received states of the connected system with predefined events using an identifier. In case an event is triggered, further actions and workflows must be initiated automatically as well as the sending of a corresponding message to an inbox on the connected workstation. Each event must be archived in the integrated database with all associated data.
It must be possible to assign a priority or criticality to each incoming event and to search for relevant events via this set classification. In addition this assignment must allow the creation of rules according to which critical event messages can be only sent to certain user groups.
Alarm Processing
The software platform must be able to distribute data as alarm messages and authorize information between all components of the software platform. Alarms must be linked and defined with specific alarm messages. If an event is triggered, further actions and workflows as well as the sending of a corresponding alarm message must be initiated automatically. Each alarm must be archived in the integrated database with all associated data. 

Alarm messages must be able to be grouped under different alarm types, which are assigned individual alarm layouts at the workstations. The various alarm layouts must include audible and visual signals in addition to the automatic display of cameras and must always ensure the operator's attention. Alarms and alarm types must be able to be assigned a criticality and filter relevant alarms based on the assigned criticality. It shall be possible to make alarms accessible to specific operators or user groups based on assigned criticality.
It must be possible to assign a priority or criticality to each incoming alarm and to search for relevant events using this defined classification. Furthermore, this assignment must allow the creation of rules according to which critical alarm messages can only be sent to certain user groups.


Authentication of Users 
The software platform must be able to connect to existing LDAP user management systems that support continuous synchronization at an individually adjustable interval. Authentication and authorization of users and services must be performed by standards such as OAuth2. It must be possible to combine the authentication process with 3rd party software such as Kerberos to allow authentication of all users in applications and modules over single sign-on with the access data of a workstation. 

In addition, the software platform must offer an option to enable two users to log in on one workstation. Certain areas and options of the software platform, such as editors or configuration, must only be accessible via the dual login function. 
The access rights for users to areas of the software platform must be secured via user group management on a graphical user interface for easy activation or deactivation of access rights to individual areas.

In addition, stored media files on the software platform must be protected against unauthorized access by assigning security levels to certain user groups.
Media Storage
The software platform must be able to manage storage archiving and provision of media files with access to a server cluster. An overview of all storage media files such as videos, snapshots, or bookmarks, must be provided, which can be accessed with a web browser in a platform independent manner. 
Saved media files must be assignable to a security level by operators with appropriate permissions. In this way, only operators with the corresponding or higher security level can access the protected files. In addition, it must be possible to classify operators into certain security levels by group permission. Individual operators must be able to be assigned to a specific user group, which is then classified into a specific security level.
Geo Services
The software platform must be able to connect a map server with generally available or individually created map material and make it available for frontend processes. Markers for cameras and zones must be able to be drawn on a map. Occurring events must be localized on a map and automatically displayed with the corresponding position. It must be possible to use the geo data of OpenStreetMap to display land and city maps. Own site plans in DXF format must be able to be uploaded and configured in the corresponding module.

